Department of Energy
Washington, DC 20585

September 28, 2023

MEMORANDUM FOR LEWIS E. MONROE III
ASSOCIATE ADMINISTRATOR AND CHIEF
DEFENSE NUCLEAR SECURITY

FROM: SAMUEL N. CALLAHAN
DIRECTOR, OFFICE OF SECURITY Samuel N Doty sinedby
OFFICE OF ENVIRONMENT, HEALTH, SAFETY « Samuel N. Callahan

Date: 2023.10.02

AND SECURITY Callahan 2595 000

SUBJECT: Request for Policy Clarification: Department of Energy Order
473.1A, Physical Protection Program, Attachment 2, Chapter
111, Prohibited and Controlled Articles

REFERENCES:

1. Memorandum to Samuel Callahan from Lewis E. Monroe III, Subject: Request
for Policy Clarification Department of Energy (DOE) 473.1A Physical Protection
Program, Attachment 2, Chapter I1I, Prohibited and Controlled Articles, August
18, 2023

2. Memorandum to James W. Edwards from Louis E. Kohrs, Subject: Sandia
National Laboratories (SNL) Department of Energy (DOE) Order 473.14,
Physical Protection Program, Attachment 2, Chapter I1I, Prohibited and
Controlled Articles Clarification Request, July 6, 2023

3. Memorandum to Terry Cuba from Samantha Flores, Subject: Policy Clarification
of Department of Energy (DOE) Order 473.1A Physical Protection Program,
Chapter 11l A, Prohibited and Controlled Articles, April 27,2023

4. Department of Energy Order 473.1A, Physical Protection Program, August 30,
2021

5. Department of Energy Order 473.3A, Chg. 1 Protection Program Operations,
January 2, 2018

The Office of Security (EHSS-50), within the Office of Environment, Health, Safety
and Security, reviewed your policy clarification request and the supporting
documentation (References 1-3) regarding the controlled articles requirements in
Reference 4, Attachment 2, Chapter III, Paragraph 3, a., (3), which states the following:

Government owned PEDs [portable electronic devices], information technology
systems may only be authorized for introduction and use within LA's [limited areas]
VTR's [vault type rooms], PA's protected areas and MAA's [Material Access Areas]
by the ODFSA [Officially Designated Federal Security Authority]. Any ODFSA
approval must be based on a documented risk analysis incorporating technical
security countermeasures and cybersecurity input.



The request specifically asks for the definition of “Government owned PEDs,
information technology systems...” That sentence was meant to read, “Government
owned PEDs and information technology systems...” The term “information
technology systems” was used to update the terminology from the superseded order,
Reference 5, which used the term “computer systems. The Integrated Project Team that
developed Reference 4 determined “computer systems” to be an outdated term, and
“information technology systems” was used instead. PEDs are portable electronic
devices, both government and personally owned, capable of recording information or
transmitting data (e.g., audio, video, radio frequency, infrared, and/or data link
electronic equipment).

Program Offices/Departmental elements should ensure the information in this
clarification is transmitted to their respective sites/facilities and field/site offices.

Should you have additional questions, please contact Mr. Dave Golden at (301) 903-8290
or david.golden@hg.doe.gov.

Distribution:

Todd N. Lapointe, EHSS-1
John S. Boulden III, EHSS-1
Diane E. Wineinger, EHSS-50
Kurt Runge, EHSS-41

Nick McNulty, EHSS-42
Mark Hojnacke, EHSS-51
Dave Golden, EHSS-51
Clay Messer, EA-20
Gregory Roberts, EA-21
Dan Cardenas, EM-3.114
David Beltz, EM-3.114
Mary Dixon, FE-42

Devin Biniaz, NA-70

James Edwards, NA-71
Nelson Meinze, NE-32
Nathan Vaichus, NE-32

Earl Hicks, SC-41

John Fitzgibbons, SC-41

Field Safeguards and Security Directors
Sarah M. Laylo, BPA

Gregory Sahd, CBFO

John (Jack) P. Zimmerman, EMCBC
Mark Brown, EM-ID

Chris Mullane, GFO

Laurel Fetterer, KCFO

Albert R. Roybal, LAFO


mailto:david.golden@hq.doe.gov

Michael D Flynn, LFO

Dee Brown, NE-ID

David Digon, NFO

Jerry Weber, NFO

Roxanne E. VanVeghten, NPO PTX Y12
Patricia (Trish) A. Walsh, NPO PTX Y12
Daniel A. Reeves, NPO Y12
Arthur M. Duvall, NRHQ
Jonathan (Jon) C. Stone, NRLFO
Gabriel (Gabe) M. Pugh, NTC
Larry D. Perkins, OREM

Tim Haddick, ORP

Jeffery L. Beck, OST

Fred Hidden, PNSO

Mark Allen, PPO

Brian Bozarth, PSO

Tim Haddick, RL

Samuel Bigger, SC-AMSO
Donald (Eric) Dallmann, SC-ASO
Blair B. Bollar, SC-BHSO

Jose Roldan, SC-BSO

Angela K. Harvey, SC-CSC
Jeremy (Eric) Gilbert, SC-CSC
David A. Chovancek, SC-FSO
Donte F. Davis, SC-OSO

Tim Rizzi, SC-SSO

Dale R. Jett, SEPA

Terry G. Cuba, SFO

Dawn M. Glapion, SPRO
Stephen Gauthe, SPRO

Ronald T. Bartholomew, SR
Marian (Roxanne) Jump, SRFO
Karim Williams, SWPA

James E. Parvin, SWPA

Steve Neilson, TJISO

Pernell (Bruce) Watson, WAPA
Anthony J. Lechanski, WVDP



		2023-10-02T16:04:43-0400
	Samuel N. Callahan




